% 0pen DB | & Include in Analysis for this DB | &3 Disable Analysis for this DB | P4 Reset Analysis for this DB

Audit /Code
fServer Is Template ?

Inherited from Build Manager DEVIPRE/PROD To be audited ? Start export

onLecal 05/10/2022 235423 05/10/202%
* endsDatabast %
* Requests x
¥ DATABASES * 3
* Albergue: s 05/10/2022 235439 05/10/202:
* nes 7 05/10/2022 235613 05/10/202:
* siales 7 05/10/2022 235542 05/10/202:
* 7 05/10/2022 2356:00 05/10/202:
* tos s 05/10/2022 2357.05 05/10/202:
* a5 7 05/10/2022 23:56:48 05/10/202¢
* StR4AgentLog %
M CODE / DESIGN * igocom: s 05/10/2022 23:59:03 05/10/202:
* o s 05/10/2022 235919 05/10/202
OIRetn * P 05/10/2022 23:59:35 06/10/202
I D * )nOferta s 0/10/2022 0:00:46  06/10/202%
. * 7 06/10/2022 0:01:17  06/10/202:
#engageug o POV ) - 0/10/2022 0:01:37  0B/10/202:
* - 0/10/2022 0:01:53  06/10/202:
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Audit your existing code in Domino
just with Lotuscript)

Dominique Perarnaud — Data 101

" @Open DB | & Include in Analysis for this DB 52 Disable Analysis for this DB \ﬂ Reset Analysis for thiz DB
Audit /Code

Inherited from__. Build Manager DEVIPRE/IPROD To be audited ? Start export

fServer Is Template ?

on Local ! i 7 05/10/2022 23:54:23  05/10/202
* b endsDatabas: b 4
* Fequests b
» B8 DATABASES * ®
* Albergue: # 05/10/2022 23:54:39  05/10/202
* nes 7 05/10/2022 235513 05/10/202
* siales # 05/10/2022 236542 05107202,
* 7 05/10/2022 23:56:00 05/10/202
* fos 7 05/10/2022 235706 05/10/202
* a5 ? 05/10/2022 23:58:48 (5/10/202:
Bl e * StdR4Agentog x
» @8 CODE | DESIGN * igocormp 7 05/10/2022 23:59:03  05/10/202
"

AEMHAIAAS AR CA. A0 ([ e



O Amsterdam

ENZALZC® 14.26 Abril 2023

* Introduction

* The customer

e The problem to solve > know your code, answer questions
e The guidelines

* Howtodoit

 Next steps / possible iterations

e Questions.
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Dominique Perarnaud €NEAZC® 1426 Abril 2023

Citizen developer / Domino Administrator / In the Yellow bubble since 2001

Partner at O /N\T /N1

\’I HCL Ambassador 2021-2022-2023

French in the Basque country, North of Spain, for 20 years

| like to build things ....
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Side business: Anyone interested in World class pipe organ concert ?

Loreto Aramendi

International concertist — Main organist of the Cavaillé-Coll organ (1863)

asilica, San Sebastian, Spain; piani clavecinis

- ”l)umn
!

HOME / NEWS DS AUDIO VIDEOS PHOTO GALLERY CURRICULUM PRESS CONCERTS

A CAVAILLE-COLL PIPEORGAN ~ CONTACTME 88 = II =2 = www.loretoaramendi.com

Organ _ Journal fiir die Orgel ‘

"Loreto Aramendi delivers a True masterpiece"

"Fabulous & clearly pianistic trained playing technique"
"Liszt's funérailles become a visionary event"”
"Rachmaninoff's prelude inc ‘sharp mmos receives

unimaginable greatness and apocalyptlc power" e
w1, 3 N A T
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L.-' . HCL Digital Solutions JaVier Sa’nChez Oliva
HCL SOFTWARE
&  javiersanchezoliva.com

( ¥ @javdevs4
\Y HACKATHON !
| ey DATA IO
7\&‘_‘ < "i.ﬁ\_ £ HCL SOFTWARE
Congrats

Business Partner

Javier Sanchez

Domino/Notes Lead Developer

\‘l HCL Ambassador
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* We are Data 101, HCL Business Partner based in San Sebastian, Spain
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Donostia / San Sebastian: The Bay and the fine food...

2nd region of Spain by Gross Domestic Product (GDP)
Biggest concentration of 3* Michelin Restaurants in Europe




O Amsterdam

ENZALZC® 14.26 Abril 2023

Audit your existing code in Domino

(simply with Lotuscript)
(I don’t do “API C calls”)

Dominique Perarnaud — Data 101
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THE CONTEXT

Disclaimer:
This is a “Work in Progress” application, we want to show the potential.

Third party products are mentionned here, only to add value to the context of this real use case.
In any moment, it is a promotion/ads of these tools.

The Audit tool in itself could be used without them, but mentionning how it integrate them, add

value to the Audit and to this presentation.
10
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o
The customer engage 24-26 Abril 2023

e City Council > all the data of the citizens must remain on-Premises
e Mantra: “Our citizens are our customers”
e Must respect the “Spanish National Framework for Security” (Real Decreto 311/2022)

e Domino shop already using third party products

NotesTracker

\ 4 e
pan “ M I

teamstudio

BUILD MANAGER

© Jira Software ©tria BZ

11
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Environment engage 24-26 Abril 2023

HCL Domino

HCL Domino 12.0.1 FP1

 Installation based on separated Dev / Pre production / Production server

e 1 unique server for development (mainly...)

 Build Manager partially implemented for pushing changes to pre/production

e All type of code: @formula, Lotuscript, Java, Web services, call to external API

« Traditional Notes applications co-existing with pure Java applications/server

12
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THE PROBLEM TO SOLVE

You are blind when you do not know
what you have in your <code>

13
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Functional requirements made by the customer engageG 24-26 Abril 2023

* Accurate and update overview of all database designs / server.

e Document the database design.

« Know dependencies between applications (getview/getdatabase)

e Know use of generic Script Library components throughtout all applications
* Know dependencies between applications for Web Services

e Document funcionalities on a per database basis (complexity)

* Answer questions when the developer may be gone...

* Improve security

» This will allow you to evaluate cost changes, make right decisions for maintenance.

14
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Practical Requirements made by the customer engageO 24-26 Abril 2023

* Nolicense fees. (context: IT Cost per user is rising steadily)

e Low cost (only with Lotuscript) & homemade > Rapid Application Developement
e UX:Easytouse and understand > Search the data and find
e Deliver an accurate and updated Audit

> Audit must always contain up-to-date information

> Answering urgent requests from Management

> Enabling IT for improving/cleaning/decommissioning Notes applications

15
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Solving specific problems engageG 24-26 Abril 2023

* Know your code — relationship — dependencies between applications
e Security Audit mandate > clean the code
> C: references, misuses of tmp folder, hard coding
e Detect Bad practices: cartography of inheritance of design elements
> Orphans or not — Do not refresh tags
* Maintenance & improvements
> Migration from Word.application to LibreOffice, Identify / evaluate OLE Calls
* Find niddles in my code:
> Use case: “errors after v12.0.1 upgrade”

> Where are the calls to specific (deprecated) JAR in my server

16
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: : o
Maintenance of the Audit engage 24-26 Abril 2023

e Scheduled updated (only update design since last scan)

* Integration with Teamstudio > continous updates for DBs on Build Manager

e Trigger manual update (available with one button)

e Update start from last point of failure of the scan if the process ended with error

e Size should not be a problem

Basze de datos - om 7N
e |lilsl&al2lala|
_ Espacio en digco: 3873 ME % uzado
T amatio = =
Documentos: BE6.942 Liberar ezpacio

17
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UX > Simple (we are not designer) engageO 24-26 Abril 2023

e We use the design from the v12 system database
e We add some color-specific columns e

* We think in usability first (one view = one answer)

B @Open DB | & Include in Analysis forthiz DB | &2 Disable &nalysis for this OB Feset Analysis for this DB
Aot (Code | AT ER e ey

’lSeNer Path Title Iz Template ? Inherited from... Build Manager DEV/PRE/PROD To be audited ? Start export
on Local | 7 n5A10/2022 2
* endsDatabas: b3
* Requests X
¥ BB DATABASES * ®
* Albergue: & 051072022 2
* nes 7 05/10/2022 2
* cinles 4 05/10/2022 2
* 4 05/10/2022 2
* fos 7 05/10/2022 2
* 13 4 05/10/2022 2
Bl e x SidRAgentLog ®
» [ CODE I/ DESIGN * igocamp: 7 05/10/2022 2
* 0 s 05/10/2022 2
P x z 05/10/2022 2
* nOferta 7 06/10/2022 0
* 7 06/10/2022 0
| * ) 7 06/10/2022 0
i * 7 06/10/2022 0
| ] 7 U6/10/2022 0
* - - 3 7




UX > Menu

E Audit /Code
{Server

oh Local

» BF DATABASES STATUS

fanalysiz Status

hdarked for analvziz
» BF AUTOMATION BUILD MNGR

Build tanager/ Status

Build kanager /DB
» BF DEPENDENCIES

Doc Config. Db A call—> Db B
Design Elz calling / DB

Lizt of LS Components
Components LS 7 DB

Doz Config call by Dependicies

» @8 CODE / DESIGN

I Path

All Dezign Elements

To processz

Cormponent zcript | - To process
I Categaore BD

I Type

IMame

I'Mame categorized

engage

» ¥ SHORT ANSWERS

Email in code

Server Marme in code
Uszernarme in code
DEMY ACCESE Users
MEF in code

CAThAP

External interfaces

Do Mot Resfresh
hused script libraries
Unusedvalues fDoc Canfig
Wword

Excel

Libre Office

pdf

Caormpliant for Momad web ?

Amsterdam
24-26 Abril 2023
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UX > Configuration document engageO 24-26 Abril 2023

Alert

Alert email for execution

Database with dependencies

Server Path Name

Domino Catalog

Domino Directory

Build Manager

Build Manager REAL

Component - Script Library

Dependencies 1

Teamstudio

Show Teamstudio Build Manager analysis s o

Date of last execution-CORRECT run- of agents

Sehedule export agent

Last schedule agent
Last DB scanned
Last start of scheduled agent

Last correct end of scheduled agent

Manual export agent

Last DB scanned 2 0

Last start of manual agent
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UX > Database document engag6° 24-26 Abril 2023

DATABASE ENTRY

DA ASEIEN Y Database 1 Replication I Text Index I ACL] Design ElementstXL‘

Peplication | Textindex | ACL

atabase title Design element type Do Not Refresh Catalog

Actions Financiera
Agents a Financiera
Title: N i L Agents a Financiera
Server. = -
Pathname: N - Agents A Financiera
Database type 0 i Agents a J Financiera
Replica ID C12580E3:0036370C . :
Administration server. il & Flinelze
Database size: 2.650.752 1 Agents Fi ) Financiera
% used i
Creation date 29/06/2021 0918 1 Agents 0 Financiera
Last modified 2410472018 09:04 B Agents = Financiera
Link o About database page:
= S:rgrreophwpwescec > SS§S . I Agents 3 a Financiera
Information about Template and design Agents & Financiera
1 Agents (« Financiera
Db template name: _ e
Inheritirom Agents (c Financiera
Last Db Design modifed 0510672021 01:06 1 Agents (c J Financiers
Auditthe code ? si c
Etiile e Lt e 06102022 0.00.46 Agents (c ' Financiera
Schedule export - Last end 061072022 0:01:17 E Agents (« T
Duration of export 31
Manual export - Last start 1 Agents (c ’ Financiera
Manual export - Last end - Agents ® ) Financiera
Duration of export
Is presentin BUILD MANAGER ? o L Agents c Financiera
PROMOTE to PREFROD No e Agents e Financiera
PROMOTE to PRODUCTION Ho
Number os design elements 212 3 - s T ' T
Agents 16
Database Script 1
Adtions 2
Farms 29
SeriptLibraries 11
Pages 4
Subforms 70
Folders 0
Views 79
Web Senvice Provider WSP i
Web Service Consumidor WEC 0
Compliance with Nomad Web
Use Word
Use Excel
Use Libre Office
Use FDF
Use Xpages
Use JAVA
Use Lotuseript 2 Java Bridge L52J
2 1

Include in Catalog si
Categories in the Database catalog
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HOW TO AUDIT THE CODE

IDENTIFY WHERE IS THE
INFORMATION

GATHER
DATABASE LEVEL
INFORMATION
IN 1 CENTRAL DB

ANALYZE & ADD MORE
REQUESTS FOR NEXT
ROUND

AUDIT
DOMINO
CODE

EXTRACT MEANINGFULL
INFORMATION

SELECT DBs TO ANALYZE

EXTRACT THE CODE

22



Where is the information ? Inventory

O Amsterdam

ENZAZC 1426 Abril 2023

1.Catalog.nsf

talog (8) - Bases de datos\CIM pos

Pt ek % T, W ko=

HENEE N R

Catalog (8)
[ Bases de datos-Por path+itulos

bR o

b o @ep ey e e e

2 Agregaricono “sAbrir 55| Examinar

Bases de datos
T Accesos
T Buzones
[T por Categarias
T Path

T Plartilas maestras
T Por categorias

T Por IDs de réplica
T Porjeramuias

3 Por num documentos
T Por Pathy Titulo
T Por plantilas

T Por senvidores

T Por Serv. Admin

T Portamafios

T Portitulos

T Sin Categorias

T Utima modf catalogo

Contenido
b T Estado de Domain Indexer
b B Listas de control de acceso

T Sistemas de archivos

Ne  Disefio |Doc Wb BD Archivo Titulo
* 1 139 fa0 551 ¥ Boletine:
* 1 204 50 6} Web
* 1 22 372 g1
x 4 563 7.364 21
* 2230 1487 2024 ¢
* 6 1012 9456 236 % e
* 30 4591 824860 6.496
* 4 661 2675 73k
* 12 811 54945 400 b
* 1 95 68 3
x 1150 897 31
* 12 1379 929 564 b
* 13 2025 16178 671}
* 3 775 1602 6 b
* 1239 0 5
* 18 1819 76096 8310
* 8 2444 62129 469V
x o 7793 490 1330
* 7 1021 4358 a0 b
* 7 2290 120 56 b DL
* 12 10.503 242 99 } Discussion
* 3 203 1 4 ¥ Document Library
* 3 765 1423 56 ¥ Documentacion
* 7 942 437185 837 ¥ Domino Global Workbench Glossary
* 73 1644 24761 44n ¥ Dud

. Maps all databases in server

. Gather useful information

. With customized views

2. WebServices.nsf

B Proveedores
Servicios disponibles
- Loge ejecucian

= Consumidores
- Servicios disponibles
- Logs autorizacion
- LOgs ejecucion

= *Desarrollo
- Parametros BD
~Vista Enlaces
Vista Design
Vista Blogueados
Vista Todos

121042022

Servicios Web
(Consumidores\Por Nombre)

|-} huevo consumidor

Servicio | Responsables | Aplicaciones a
WsC
WSC
wsc
wsc N
WsC on
WsC en
wse
‘wsc | o
wsc | ﬁ

WebServices

Responsable

DBs using it

Consumer (authorized)

. Authorize ejecution, and gather database using it

(Database path, Project owner)

. Clear relation of dependencies: who can call who

23
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Where is the information ? Inventory engagec 24-26 Abril 2023

3. Central dependencies DB
Each Application DB store one “Configuration document”
> Dependencies by configuration

: >- Script library Component DB

Dependencias Show results  |By relevance

@ Por Origen

© Por Origen - Titulo Search for ‘

© Por destino Servidor La base de datos.... Tienelusa ias de .
o Vistas de Bd sin CFG Nl 10-
@ Con Error v

- nsf
nsf
st Com
Lnsf
Thst
nsf
1sf 2l
nsf

List of external DBs called

4. Build Manager: Who is automated ? 6. Each application with his code

ger  WReaisty (A Create ¢ Movehcion 7 EnableDisable  &Rdpprovals
[Path

teamstudio

BUILD MANAGER

Enable Agents: 1 Agentes Desactivado
Sign Database: Firma por idusuar idusuariudaladesa
Refresh Db Desion: 1 BD Actuslizada |:|

=L
ompile
etEle 'as0 para quitar la e
B
sactivados

Test DB

On:

Actions | Steps | Resources

ol

@ Promote Database
= Teamstudio ClAO!
2 Launch Clao!
2 Open ClA0! Log
=] G Database Actions
3 Openin Notes

on Local

ente:
ign Database: Firma por i udaladesa
Refresh Db Design: 1 db actualizads
il 24
EIBuild Path: BUILD par * (Subir BD al registro preparada para

GCompile
ot baen

Y BRIRIHE QWIHELT dRR

oy
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Workflow - Inventory engage 24-26 Abril 2023

. First Part: Gather information from external databases into “Central Audit database”

. Database document from Catalog.nsf -> Audit Db

. Doc Configuration from Dependencies DB -> Audit Db
. Web Services Dependencies -> Audit Db

. Build Manager -> Analysis + update -> Audit Db

. Cartography of the central “Script Library Component” DB ressource-> Audit Db

» At this point, we have a clear view of dependencies between database, and which one is

automated.

» No NTF Dbs, No System Dbs in the list

= ¥ T i
Catalog Com : Web Team Studio — '\-ﬁ
(12-220a) Depnendenci... it

en Local el &n ="

Build Manaqer

25
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Workflow of analysis 2/2
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* User enable/ disabled analysis on a per database basis

. pen DB I @ Include in Analysis for this DB I ©4 Dizable Analysis for this DB IPﬂ Reset Analysis for thiz DB I_
Audit /Code I_

IServer

on Local

» BF DATABASES STATUS x

» [ AUTOMATION BUILD MNGR

Actividad.nst
activity. nsf
admind.nst
AgentRunner.nst
AlberguesiReservasAlbergues.nst
Alcaldiahalcaldialmstaciones nsf
AlcaldisghCochesOficiales.nsf
AlcaldisiContactosAlcaldianst
Alcaldiaiplanoevenios.nst
Alcaldia\SalonPlenos.nsf

Actividades

Activity Trends (NOTESCIR)
Administration Requests
Jawva AgentRunner
Reszervas Albergues
Invitaciones de Alcaldia
Coches Oficiales

Contactos Alcaldia
FlanoEventos

Salon de Flenos

Iz Template ? r DEVIPRE/PROD To be audited ? Start expo

YWEB_ari WEB_ACH 7 0&0/2022

StdActivity TrendsDataiiass 3

StdR4AdminReguests 38

3
WEB_ReservasAlbergue: # nRA0/2022
Alcaldialnvitaciones F nRA0/2022
ALC_CochesOficiales 7 05/10/2022
ALC Contactos # 0510/2022
YWeh_planoeventos 7 n5A0/2022
ALC_SalonPlenos 7 05{10/2022

26
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. O
Workflow of analysis 2/2 engage 24-26 Abril 2023

Initial configuration

Set the values depending on the server you want to analyze
Teamstudio, Components library, Web Services Db, Dependencies Db

Select/Deselct DBs to Analyze, Check ACL access

Import Component Library, Web Services Db,
Dependencies Db (optional)

Listiing of Components, Web Services, Dependencies at Db level

Extract DXL

Start extraction on enabled DBS, checks errors (ACL...)

Analyze data
Check for patterns and valuable information

(hard coded values, use of Word Excel etc)

Search full text for extra requests

27
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createobjectVersion
lclsx bootstrap

methodhardcoded

notessession.platform,3))="win

jar UL
lei getactivewindowmembers
values

emal CAllS v

Oﬁ Amsterdam

engage®

24-26 Abril 2023
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Results E€NZALLC® 1426 Abril 2023

WHEN THE CODE TALK

I_@Agregar icono I@Abrir I w Incluir en el analisis I i Descartar del
AUEIEENOGGOBN  Search in View

Search for |

: Path Titulo
» ¥ BASE DE DATOS * |
x ‘ol
Por Status de analisis * 2
Marcadas para analisis * ich
Build Manager ! por Status : o 29
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Analysis and Results engage° 24-26 Abril 2023

1. Hardcoded > bad practices like email, server names, usernames,

databases names, old employees, Local Temp Folder
2. Dependencies on external interfaces like DLLs/pdf/Word, ODBC,
Fax, Outdated third party applications DA R
Inheritance - Do Not refresh oot
Dependencies between Dbs
Unused Script library

Unused values from Configuration document

N o o AW

Compliance with for Nomad web
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Results E€NZALLC® 1426 Abril 2023

1. Hardcoded > email, server names, usernames, databases

names, old employees (DENY ACCESS GROUP)

EMAIL hardeoded in the code

Audit /Code
Email found in code Design element Type DB Title DB Path Bd Category
CorporateEmail@kyDomain.com My Design Element Scriptlibraries Test Script LibraryComponentes TestiMyTesiDatabase.nsf GCIM:Documentacion
CorporateEmail 2_&EkyDomain.com hy Design Element Scriptlibraries Test Script LibraryComponentes TestiyTesiDatabase.nsf GUIM:Documentacion

7 BB DATABASES STATUS

b [ AUTOMATION BUILD MNGR

- [ DEPENDENCIES
» @ cODE i DESIGN

- I8 SHORT ANSWERS

Search Formula of the agent: NAB give us the emails : search and marks them

accordingly 31
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Results E€NZALLC® 1426 Abril 2023

Dependencies on external interfaces

DLLs (pdf Word), ODBC, Fax, Outdated third party applications

Audt /Code

IServer Contains CA Design element Type DE Title DB Path Bd Category
on Local es My Diesign Element Scriptibraries Test Script LibraryComponentes TestiMyTestDatabase.nsf GCIM:Docurmentacion

eg My Design Element Scriptiibraries Test Script LibraryCornponentes TestiMyTestDatabase.nsf GCIM:Documentacian

At Code |
IServer

on Local | tdy Design Element 2

A DATABASES STATUS

1 AUTOMATION BUILD MNGR

tly Design Element 2
CIMErmulacion

My Design Element

» B DEPENDENCIES

B CODE / DESIGN

» B8 SHORT ANSWERS My Design Element

b [ AUTOMATION BUILD MNGR

» [ DEPENDENCIES

» [ CODE f DESIGN

Search formula include specific keywords

32
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Results E€NZALLC® 1426 Abril 2023

Bad management of inheritance — Do not refresh tags
Audt fCode |

lsewer Design element Type DB Title DB Path Bd Category
on Local Wy Design Element Scriptlibraries Test Script LibrarnyComponentes TestiyTestDatahase.nst GCIM:Documentacion

My Design Element Scriptlibraries Test Script LibranyComponentes TestiMyTestDatabase.nst GCIM:Documentacion

» BN DATABASES STATUS

» [ AUTOMATION BUILD MNGR
» B DEPENDENCIES

» B CODE / DESIGN

» B¥ SHORT ANSWERS

33
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Results E€NZALLC® 1426 Abril 2023

PROMOTE to production server

Aud|t lCOde ®Opan DB | % Include in Analysis farthis DB | &2 Disable Analysis for this DB F‘E Reset Analysis far this DB BUILD MAMNAGER - DATABAS
B d anage DB aste
{Server
o T Mo /Mo /Mo 7
on Local
- ] H
* |
* |
7 @ DATABASES STATUS * ' ientes
* .ngt 9 °
*
* o — -

w5i/No/Mo 1
* ENils .nsf 3ol i Buoletin_Orokorra
vSi/No/Si 3

» @ AUTOMATION BUILD MNGR B3

Build Manager! DB ¥ 551 N 1

» [ DEPENDENCIES 3/ S0/ S 5

» [ CODE I DESIGN

7 @ SHORT ANSWERS

Email in code

Agent identifies key fields inside Build Manager and mark them accordingly
34
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Dependencies between Dbs at a design level

Path Tipo de elemento Titulo Word-Excel MO Heredar G Categorias BD BDINFO_Server BDINFO_BD_U
v Gim ~
-
¥ Scripflibraries
E3003
-
¥ Scriptlibraries
C 1
C 4
C <
d .
C &
C 4
- [ DEPENDENCIES 9 ‘
o i
- @8 CODE i DESIGN R .
(o
C
d
C
d
C
d
C
i [ SHORT ANSWERS
e AP A b i RIATECO AN IR AL AR ~1acoeconna

Search by specific fields extracted from the DXL

Search and mark then accordingly 35
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Results O i
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lSen’,er Database Title Pathname Element Ty Design Eleme tle Wor xcel NOT Refresh Databa

on Local Componentes 15f Scripflibraries o 4:.0c
Componentes 15t Scripflibranes w ﬁ

Componentes 15f Scripflibraries L] 4:.0c

DATAUSEESL A Componentes 15f Scripflibraries iy 4:0c
Componentes 15f Scriptlibraries ' 4:.0c

Componentas 15f Scripflibraries nar_Jawa ' 4:0c

Tel s.nsf Scriptlibraries o ' A,

AUTOMATION BUILD MNGR E el ViEuE i © Ty

Te s.hsf Agents es A

» [l DEPENDENCIES Tel z.nsf Agents 1A,
» @F CODE ! DESIGN Tel z.hsf Agents Py A,
Tel z.nsf Scriptlibraries ay 1A,

Tel s.hsf Agents ' A,

Tel z.nsf Agents ar Anexos ' 1A,

Tel s.nsf Agents Covid19) ' A,

Tel z.hsf Agents ) J 1A,

Tel s.nsf Agents ot 9) ' A,

Tel s.hsf Agents ' A,

Tel z.nsf Agents 1cados) ' 1A,

Tel s.hsf Forms ' A,

T — Tel s.hsf Forms J A

Tel z.nsf Scripflibraries ' 1A,

» [ CONFIGURATION Tel z.nsf Scripflibraries ' A,
Tel s.nsf Wiews 15) ' 1A,

Tel s.nsf Yiews ' A,




CollabSphere 2022

Results

Online | Our Community, Our Stories| October 19-20, 2022

Unused values from Configuration document

Database_.___ Has dependencies on—> Field involved in Configuration document

FolderhyTestDB.nst DatabaseB nsf PathBD_to_Store_Value

» B DATABASES STATUS
» B AUTOMATION BUILD MNGR

» [ DEPENDENCIES

» [ CODE J DESIGN

» B SHORT ANSWERS

Word

Search Field name from the Config Document inside the design of all the

design element of the same database 37



CollabSphere 2022

Results : : :
Online | Our Community, Our Stories| October 19-20, 2022

Unused Script libraries

Audit /Code

fsen‘,er Design element Type DB Title DB Path Bd Category
anLocal My Design Element Scriptlibraries Test Script LibraryComponentes TestiMyTestDatabase.nsf GCIM.Documentacion

UMNUSED SCRIFT LIBRARY

Ity Design Element Scriptlibraries Test Script LibraryComponentes TestMyTestDatabase.nsf GCIM.Documentacion

» B DATABASES STATUS

» B AUTOMATION BUILD MNGR
» [ DEPENDENCIES

» [ CODE / DESIGN

* ¥ SHORT ANSWERS

Search Script Library name present in the DB, in all the design elements of

the same database 38
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UX > Database document engag6° 24-26 Abril 2023

DATABASE ENTRY

DA ASEIEN Y Database 1 Replication I Text Index I ACL] Design ElementstXL‘

Peplication | Textindex | ACL

atabase title Design element type Do Not Refresh Catalog

Actions Financiera
Agents a Financiera
Title: N i L Agents a Financiera
Server. = -
Pathname: N - Agents A Financiera
Database type 0 i Agents a J Financiera
Replica ID C12580E3:0036370C . :
Administration server. il & Flinelze
Database size: 2.650.752 1 Agents Fi ) Financiera
% used i
Creation date 29/06/2021 0918 1 Agents 0 Financiera
Last modified 2410472018 09:04 B Agents = Financiera
Link o About database page:
= S:rgrreophwpwescec > SS§S . I Agents 3 a Financiera
Information about Template and design Agents & Financiera
1 Agents (« Financiera
Db template name: _ e
Inheritirom Agents (c Financiera
Last Db Design modifed 0510672021 01:06 1 Agents (c J Financiers
Auditthe code ? si c
Etiile e Lt e 06102022 0.00.46 Agents (c ' Financiera
Schedule export - Last end 061072022 0:01:17 E Agents (« T
Duration of export 31
Manual export - Last start 1 Agents (c ’ Financiera
Manual export - Last end - Agents ® ) Financiera
Duration of export
Is presentin BUILD MANAGER ? o L Agents c Financiera
PROMOTE to PREFROD No e Agents e Financiera
PROMOTE to PRODUCTION Ho
Number os design elements 212 3 - s T ' T
Agents 16
Database Script 1
Adtions 2
Farms 29
SeriptLibraries 11
Pages 4
Subforms 70
Folders 0
Views 79
Web Senvice Provider WSP i
Web Service Consumidor WEC 0
Compliance with Nomad Web
Use Word
Use Excel
Use Libre Office
Use FDF
Use Xpages
Use JAVA
Use Lotuseript 2 Java Bridge L52J
3 9

Include in Catalog si
Categories in the Database catalog
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Compliance of Nomad Web is just an agent away... engageO 24-26 Abril 2023

HCL Nomad Web

https://help.hcltechsw.com/nomad/1.0_web/nomad_web limitations.html

*Following Java™-based applications are not supported:

«JavaAgents

*XPages (.xsp)

sLotusScript 2 Java Bridge (LS2J — Uselsx “*javacon” )

*Web services design elements are not supported.

*Dynamic client extensions via native code are not supported.

This includes but is not limited to the following:

*The DXJ name picker implemented for Windows via a DLL.

*Some LotusScript and Formula commands associated are not supported.
«In particular, commands associated with Object Linking & Embedding (OLE) are not
supported.

*The LotusScript LSXLC and LSXODBC extensions. 40
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About the Lotuscript used in this database engage° 24-26 Abril 2023

* Regular (and simple) Lotuscript has been used to search, and extract the data,
Export DXL and then parse the code...

Dim exporter As NotesDILExporter S:AHJQGé;AG;éDnﬂg
Set exporter = sezsion.CreatelDZLExporter

: : [T AnalisisCodigo.ExportToDX¥L. Constantes
Call Expnrter.SetInput(chDlsenDOrlgen”

[T AnalisisCodigo.ExporToDXL. Core
[T &nalisisCodigo.ExportTolxL.Parse DXL

Dim rtCodigo As Hew NotesRichTextItem(doco o _ .
[T AnalisisCodigo.ExporToDxL. Utils

Call exporter.JetOoutput (rtCodigo)
Call exporter.Process

 Most of the work consist in finding how to gather and organize the information
in order to present it in an explicit way.

 Update the Audit is also an important aspect (“<modified> <date>" )

41



SHORT &NSWERS
Email in code
Server Name in code
Usemame in code
DEMY ACCESS membe
.NSF in code
CATMP
Bad prachices
External interfaces
Bad inhentances
Dependencies (deep)
Unused script libraries
Unused values /Doc Ct
“Word
Excel
Libre Office
pdf

Compliant for Nomad ?

i Nombre: TfObJTITLE

*Email in code
i Server Name in code

sUsemarne in code

EDEN'T‘ ACCESS GROUP Member in code

;.NSF in code

EU-E-D de C:

ngternaI Interface
;DIJ not refresh tag
:Unus-ed script library
{Use Word

éLl-se Excel

;U-se Libre Office

‘Use PDF

ENZALZC® 14.26 Abril 2023

- Alias <"alor calculado> - Tipo: Tipo

Audit_Email
Audit_Seremame
Audit_Username
Audit_Denyaccessgroup
Audit_MSF
Audit_C_TMP
Audit_External_Interface
Audit_DoMotRefresh
Audit_Unused_LS
Audit_Ms_Word
Audit_Ms_Excel
Audit_Libre_Office

Audit_Pdf

O Amsterdam
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Some points of interest when running the tool engageO 24-26 Abril 2023

* Check the ACL of the user running the Audit, first. Must be Manager
(LocalDomainAdmin)

Do not Audit if you have NO design change (already integrated)
* Do not Audit mail template (complex, slow)

* Do not Audit mail file

* Do not Audit System database (useless)

e Audit only NSF

 Check what database needs more time to be audited -> complex design

43
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 Add black list “Do not audit” for Database

* Visualize data with Graph (xPages?)

* Local Al + LLM + Lotuscript code ?

* Extend with action in YTRIA Automation API
Ytria tools can be launched from the agent to generate more data to add to the Audit.

* Integrate with JIRA and homeade ticketing system
create ticket to ask improvement, linked with some document of this Audit

* Update Audit after each automatic build process launch from Build Manager
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E€ENZAZC 1426 Abril 2023
ANSWER OUR QUESTIONS, ASK YOURS

e We want to know your opinion about our work
* Missing features ? Ideas ?
e Loophole you see that we missed ?

e Would you buy a copy of that work ? At which price ?

e Contact: info@datalOl.es

45
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engagea 24-26 Abril 2023

Visit our booth to learn about Digital
eSignature into HCL Products

" ' _
{ REST:API } Lomm——

4 eIDAS




Questions ? ] Amsterdam
' E€NZAZEC 14 26 Abril 2023

‘ ‘___ MDominique Perarnaud ,@dperarnaud

s Www.dperarnaud.es

www.datalOl.es


mailto:dperarnaud@data101.es

O Amsterdam

ENZALZC® 14.26 Abril 2023

Thank you !!

48
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